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Personal ldentity Security — Y2K plus 10
New MA Regulation — 201 CMR 17.00
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Personal Identity Protection
How It started...



Mass. General Law c. 93H
Personal Identity Information



OCABR - 201 CMR 17.00
Purpose



Business and Individuals



Written Information Security
Program (WISP)



WISP Components



Disposal of Personal Information



Enforcement of 201 CMR 17.00



Federal Trade Commission
Red Flag Rules



Red Flag - Creditors



Red Flag & Identity Theft



Red Flag Penalties



Possible Implications and Why be
Concerned?



Computer System Security
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Computer System Security



Possible Implications and Why be
Concerned?



How to Comply with 201 CMR 17.00



Dave’s Top 10



Assess Information Security
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Create a Detailled WISP
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Establish Process & Procedures



Required Notifications
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Other Good Business Practices
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Education and Training



Estimated Cost of Compliance



1 Server, 3 laptops, 7 desktops OCABR Real World Cost Worst Case

One Time |Recurring |One Time [Recurring |One Time |Recurring
Hardware (New PC's) $3,750 $7,500
Software $1,000 $1,000
Professional Service
(WISP,audit,apply patches, instal
siw) $500 $3,000 $750 $3,000 $750
Training $250 $500
"Systems Complaince” $3,000
"Data Audit and Compliance" $1,000

$4,000 $6,000 $8,000 $9,000 | $11,500 | $15,000

Total $10,000 $17,000 $26,500




Opportunities for savings



Free Limited Assessment
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Questions & Answers &
Call to Action
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Closing and Adjourn



Contact Information
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