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Security-related Regulations

Who does it apply to?

"Every person [company] that owns, licenses, stores or
maintains personal information __about a resident of the

Commonwealth..."

Personal information includes names, credit card information,
social security numbers,

What are some of the security regulations?
Massachusetts 201 CMR 17.00
Health Insurance Portability and Accounting Act (HIPAA)
Gramme-Leach-Bliley Act (GLBA)
Sarbanes-Oxley Act (SOX)
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201 CMR 17.00 Regulation

201 CMR 17.00: Standards for The Protection of Personal
Information of Residents of the Commonwealth

Pursuant to the provisions of M.G.L. c. 30A [hearings] and the
authority granted to the Director of the Office of Consumer Affairs
and Business Regulations (OCABR) pursuant to M.G.L. c. 93H
[security breaches]

Hearing on 1/21/09 was specifically for extended compliance date to
January 1, 2010 :

Sections 17.03(f) obtaining a certification from third party service
providers and

Section 17.04(5) encrypting portable devices other than laptops

Written comments were due by 1/21/09 to David A. Murray, General
Counsel for OCABR

On August 17, 2009, the new deadline for compliance was changed
to March 1, 2010.



Potential Implications
What might it all mean to YOU!

Fines for non-compliance, security breaches, inadequate
security safeguards!

Investigation by MA Attorney General, FBI, police, credit
card companies

Freezes on credit card processing
Business interruption or shut-down
Significant legal costs

Restitution costs

Bad publicity for your business

... and the list goes on
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Your Choices

Do nothing — “roll the dice” and pray that nothing happens — in spite
of all the recent, highly publicized security breaches and new laws

Convince yourself that you have everything under control — ALL
security risks (even those you are unaware of) are adequately
address according to laws, regulations, and vendors comply also

about all the Security laws and requirements and
— do you really have the time???

Hire an unbiased, Security Compliance Consulting firm to conduct a
thorough Audit of your Security — internal and external, and

Execute a plan to become fully compliant with current Security
laws, requirements, and best practices.
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Audit Process Overview

Quickly assess security and e Onsite orsite
compliance to 201 CMR 17.00
Gather Preliminary Kickoff Introduction,
] ) ] Information Overview, Review
Identify security and compliance | |
levels in SpeCIfIC areas Review Preliminary Discovery — Tour,
|dent|fy gaps and areas where Information Interviews, Assess
specific actions are required, needed, | |
or recommended Preliminary Risk Analysis — Findings,
Make specific recommendations to Analysis & Findings Gap/Risk, Costs
achieve compliance; clarify or correct ' |
deficiencies (major and mlnor) Client-specific Onsite Recommendations
reduce securlty risks Assessment Plan Plan and Next Steps

Develop a recommended action plan
with timelines, dependencies, and
estimated costs

Gather Preview Onsite Plan and
Information and Plan Audit Actions
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Pre-Rapid Security Audit

Pre-Onsite

Gather Preliminary

Gather initial information from client Information
Review information to: }
Fotc_:u_f_ onsite assessment/audit and AL
activities
|dentify additional information needed : 1 :
Schedule client onsite assessment/audit Ay Piines
Conduct preliminary risk analysis |
Develop preliminary findings Client-specific Onsite
Dlevelop client onsite assessment/audit Assessment Plan
plan e

Focus areas and level of involvement of
personnel
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Onsite Rapid Audit

Kickoff
Introduction and Overview
Security law(s) and requirements
Potential and specific risks, implications, fines
Initial focus based on preliminary analysis
Review onsite plan; schedule; agreement
Memo from owner/CEO
Missing required/requested information
Discovery
Physical tour/walk through (and introductions)
Employee interviews
Technical assessment (computers, electronic devices, network)
Physical assessment (area security, files, processes, procedures)
Analysis
Findings review
Gap and risk analysis
Recommendations list and prioritization (based on risk/urgency)
Cost analysis
Recommended Actions
Final Recommendations (presentation)
Plan review
Next steps

Onsite

Kickoff Introduction,
Overview, Review

!

Discovery — Tour,
Interviews, Assess

!

Analysis — Findings,
Gap/Risk, Costs

}

Recommendations
Plan and Next Steps
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Audit Deliverables

Audit Questionnaire Results

Preliminary findings and risk
analysis

Onsite plan and activities overview

Security findings — physical and
technical

Gap and risk analysis

Recommendations and cost
analysis

Standard templates and forms

Final presentation and actionable
plan



